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Description 

[0001] This invention relates to data communication 
in which controlled-access broadcast signals are re- 
ceived, such that, for example, a limited reproduction 
right in video data is transferred between a broadcaster 
and a receiver. 

[0002] Commonly, video programming is transmitted 
from a broadcaster to a user via a satellite or cable com- 
munications system. In some systems, users are able 
to request, and broadcasters provide, select video pro- 
gramming through the use of individually addressable 
decoding receivers. The user's decoder is activated up- 
on receipt of the user's address which is transmitted 
along with the requested video programming. 
[0003] The drawback of such systems is that the user 
is often able to record the requested video programming 
for later reproduction. This later reproduction occurs 
without any royalty payment to the broadcaster or other 
holder of copyrights in the video programming. Further, 
the recorded video programming can be disseminated 
by the user to others for additional reproductions without 
corresponding royalty payments. 
[0004] US-A-5 054 064 discloses a video control sys- 
tem including a receiving terminal and a central facility 
provided with a database. A code encryption key allow- 
ing storage and/or viewing of a broadcast programme 
is sent from the central facility to the receiving terminal. 
In order to view or store broadcast programmes, access 
to the database is necessary each time for transfer of 
the encryption key. 

[0005] GB-A-2 272 822 discloses a "pay-per-view" TV 
system in which descrambling data may be sent sepa- 
rately or as part of the broadcast. When provided sep- 
arately, this may be via an IC card, a magnetic card or 
a magnetic disk. 

[0006] According to one aspect of the invention there 
is provided apparatus for receiving and recording broad- 
cast signals which are scrambled, the apparatus com- 
prising: 

receiving means for receiving said broadcast sig- 
nals and an access-control signal; 
processing means, coupled to said receiving 
means, for processing said broadcast signals, said 
processing means comprising descrambling means 
for descrambling said scrambled broadcast signals; 

characterised in that said processing means also 
comprises enciphering means for enciphering the de- 
scrambled broadcast signals; 

control means for controlling said enciphering 
means as a function of said access-control signal; 
and 

storage means for storing said broadcast signals 
and said access control signal such that subse- 
quent reproduction of the stored video data signals 



may be controlled by the stored access-control sig- 
nal. 

[0007] According to another aspect of the invention 
5 there is provided a method of transferring from a broad- 
caster to a receiver a limited reproduction right in broad- 
cast signals, the method comprising the steps of: 

transmitting from said broadcaster to said receiver 
an access-control signal and scrambled broadcast 
signals, said access-control signal indicating said 
limited reproduction right; 

receiving, at said receiver, said access-control sig- 
nal and said broadcast signals; 
descrambling, at said receiver, said received broad- 
cast signals; 

characterised by the steps of: 

enciphering, at said receiver, said descrambled 
broadcast signals as a function of said access-con- 
trol signal to produce enciphered broadcast signals; 
and 

storing, at said receiver, said broadcast signals and 
said access-control signal, such that subsequent 
reproduction of the stored data may be controlled 
by the stored access-control signal. 

[0008] A preferred embodiment of the present inven- 
tion provides a system for the transfer between a broad- 
caster and a user of a limited reproduction right in trans- 
mitted data. 

[0009] The preferred embodiment enables a user to 
request from a broadcaster a particular limited repro- 
duction right in a selected video program, while prevent- 
ing the reproduction of transmitted data by the user with- 
out adequate payment for each reproduction. 
[0010] The invention will now be described by way of 
example with reference to the accompanying drawings, 
throughout which like parts are referred to by like refer- 
ences, and in which: 

Fig. 1 is a schematic diagram of a satellite broad- 
cast system in which the present invention finds 
ready application; 

Fig. 2 is a block diagram of a controlled-access 
broadcast digital video signal receiving system ac- 
cording to one embodiment of the present inven- 
tion; 

Fig. 3 is a block diagram of a controlled-access 
broadcast digital video signal receiving system ac- 
cording to another embodiment of the present in- 
vention; 

Fig. 4 is a block diagram of a controlled-access 
broadcast digital video signal receiving system ac- 
cording to a further embodiment of the present in- 
vention; 

Fig. 5 is a block diagram of a controlled-access 
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broadcast digital video signal receiving system ac- 
cording to yet another embodiment of the present 
invention; 

Fig. 6 is a flow diagram illustrating a communication 
and processing operation controlled by the control- 
ler of the controlled-access broadcast digital video 
signal receiving system of Fig. 2; and 
Fig. 7 is another flow diagram illustrating another 
processing operation controlled by the controller of 
the controlled-access broadcast digital video signal 
receiving system of Fig. 2. 

[0011] Figure 1 illustrates a satellite broadcast system 
incorporating a controlled-access broadcast signal re- 
ceiving system 102 embodying the present invention. 
As explained in the following, it is preferred that the con- 
trolled-access broadcast signal receiving system 102 be 
specifically adapted to receive and process digital video 
data. Nevertheless, it should be appreciated that this 
system can be modified to accommodate other digital 
or analog signals. As it is understood that the system 
can easily be implemented to accommodate other types 
of data, the following explanation is specifically directed 
towards a controlled-access broadcast digital video sig- 
nal receiving system 102. 

[0012] The satellite television broadcasting system 
comprises a broadcasting station 101, the controlled- 
access broadcast digital video signal receiving system 
102, an antenna 103, a video display 105, a communi- 
cation link 106, and a satellite 107. The broadcasting 
station 101 broadcasts video signals and access-control 
signals to the controlled-access broadcast digital video 
signal receiving system 102 which processes the video 
signals as a function of the access-control signals. 
[0013] The broadcasting station 101 transmits video 
and access-control signals to the receiving system 102 
via the communication link 106, the satellite 107, or 
both. The communication link 106 is a signal transmis- 
sion medium that couples broadcasting station 101 and 
receiving system 102. Preferably, communication link 

106 comprises a conventional telephone line. Alterna- 
tively, communication link 106 includes any of a number 
of other transmission media, such as a land-based 
broadcast system, a cable television system, a fiber op- 
tic network or the like. 

[0014] Satellite 107 is a satellite broadcast signal re- 
lay station that receives signals from broadcasting sta- 
tion 101 and relays the signals to antenna 1 03. Antenna 
103 receives signals from satellite 107 and supplies the 
signals to receiving system 102. Alternatively, satellite 

107 can be replaced by any of a number of other trans- 
mission media, such as a land-based broadcast system, 
a cable television system, a fiber optic network or the 
like. 

[0015] Receiving system 102 receives video signals 
and access-control signals supplied by broadcasting 
station 101 and processes (e.g. descrambles, decodes, 
and records) the signals. Typically, video signals are re- 



corded on a storage medium and subsequently repro- 
duced for display. Alternatively, video signals are re- 
corded on a storage medium and processed for display 
to a user substantially simultaneously. Access-control 

5 signals are stored in a memory or, alternatively, record- 
ed on a storage medium which may be the same storage 
medium on which the video signals are recorded. In a 
preferred embodiment, receiving system 102 is adapted 
to receive a storage cassette 104 containing a tape on 

10 which video and access-control signals are recorded. 
Alternatively, storage cassette 104 comprises a tape for 
storing video signals and a separate memory, such as 
a memory chip included therein, for storing access-con- 
trol signals. In other embodiments, receiving system 

15 1 02 is adapted to receive any of a number of other stor- 
age media, such as a video disc, a magnetic media dis- 
kette, a compact disc or the like. Video display 105, 
which preferably is a conventional display device, is 
coupled to and receives video signals from receiving 

20 system 1 02 for display to a user. 

[0016] In a preferred recording mode of operation, 
broadcasting station 101 transmits video signals to sat- 
ellite 107 which relays the signals to antenna 103 from 
which the video signals are coupled to receiving system 

25 102. Also, broadcasting station 101 transmits access- 
control signals through communication link 106 to the 
receiving system. Receiving system 102 processes and 
records the video signals as a function of the access- 
control signals. 

30 [0017] In a preferred reproduction mode of operation, 
the receiving system retrieves the previously stored ac- 
cess-control signals and uses those access-control sig- 
nals to control the reproduction and processing of the 
previously recorded video signals. The video signals are 

35 supplied to video display 105 or to another peripheral 
device (not shown). 

[0018] An alternate satellite television broadcasting 
system according to the present invention comprises 
each of the elements described above except that only 

40 one of communication link 106 and satellite 107 is in- 
cluded. The alternate system is otherwise interconnect- 
ed as in the above-described embodiment. Through the 
single transmission medium, broadcasting station 101 
transmits both video signals and access-control signals 

45 to receiving system 102. 

[0019] In another variation, receiving system 102 
transmits program requests, payment information, or 
other signals to broadcasting station 101 through one of 
the transmission media. Typically, communication link 

50 106 is used for this purpose. 

[0020] A first embodiment of the controlled-access 
broadcast digital video signal receiving system 102 ac- 
cording to the present invention is illustrated in Fig. 2 as 
system 102A. Receiving system 102A, is adapted for 

55 receiving, descrambling, enciphering, recording, deci- 
phering and decoding digital video signals; and is com- 
prised of a tuner 20, a descrambler 21 A, an encipherer 
22, a recording/reproducing section 23A, a decipherer 
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25, a decoder 26, an access controller 28A, a user in- 
terface 30, and a modem 31. 

[0021] Tuner 20 receives input digital video signals, 
selects particular digital video signals, and supplies the 
selected signals to descrambler 21 A. Preferably, input 
digital video signals are satellite broadcast digital video 
signals acquired by satellite antenna 103 which is cou- 
pled to tuner 20. Alternatively, input digital video signals 
are acquired from another transmission medium that is 
coupled to tuner 20. Preferably, a user controls tuner 20 
to select signals from among different input digital video 
signals. The selected video signals include a time refer- 
ence signal and a date reference signal. 
[0022] Descrambler 21A is coupled to tuner 20 and 
descrambles scrambled digital video signals supplied 
therefrom. As is well known in the art, transmitted video 
signals are commonly scrambled or coded by a signal 
provider to prevent unauthorized reception of the video 
signals. Descrambler 21 A supplies an unscrambled ver- 
sion of the digital video signals to encipherer 22. Further, 
descrambler 21 A is coupled to a clock 27 to supply the 
received time reference signal and the date reference 
signal thereto. 

[0023] Encipherer 22 is coupled to descrambler 21 A, 
recording/ reproducing section 23A, and access control- 
ler 28A. When enabled by the access controller, enci- 
pherer 22 encrypts, according to an encryption key, de- 
scrambled video signals supplied by descrambler 21A 
to produce encrypted video signals. The encrypted vid- 
eo signals are supplied to recording/reproducing section 
23A for recording. However, the encrypted video signals 
cannot be displayed by ordinary means. It is contem- 
plated that the encryption key is prestored in encipherer 
22, or is supplied by access controller 28A, or is included 
in the video signals or in the access-control signals sup- 
plied by broadcasting station 1 01 . When disabled by ac- 
cess controller 28A, encipherer 22 passes descrambled 
video signals from descrambler 21 A directly to section 
23A without encryption. 

[0024] Recording/reproducing section 23A, through a 
record/ playback head 24, or the like, records on storage 
medium 40 video signals supplied by encipherer 22. 
Section 23A, through head 24, also reads previously re- 
corded video signals from storage medium 40 and sup- 
plies the reproduced video signals to decipherer 25. 
Preferably, section 23A is a digital video tape recording/ 
reproducing device (VTR) and storage medium 40 is a 
video tape. However, other types of storage media are 
contemplated, such as optical, magnetic or magneto- 
optic disc, solid-state memory, or the like. 
[0025] Decipherer 25 is coupled to decoder 26 and, 
when enabled by access controller 28A, is adapted to 
decrypt, according to an encryption key, encrypted sig- 
nals supplied by recording/reproducing section 23A. It 
is contemplated that the encryption key is prestored in 
decipherer 25, or is supplied thereto by access control- 
ler 28A, or is included in the video signals or the access- 
control signals supplied by broadcasting station 101, or 



is stored in storage medium 40, or is stored in access 
condition memory 29. When disabled, decipherer 25 
passes video signals from recording/reproducing sec- 
tion 23A directly to decoder 26 without decryption. 

5 [0026] As is well known in the art, video signals are 
commonly compressed or otherwise coded to facilitate 
their transmission through a transmission medium. De- 
coder 26 decodes such coded digital video signals as 
reproduced from storage medium 40 to produce uncod- 

10 ed digital video signals which are coupled to video dis- 
play 105 for display. It is preferred that decoder 26 is 
adapted to decode digital video signals encoded in ac- 
cordance with the Moving Picture Image Coding Experts 
Group (MPEG) standard. 

15 [0027] Clock 27 is comprised of a clock device and a 
date device for tracking the time of day and the calendar 
date, respectively, known to those of ordinary skill in the 
art. Clock 27 is coupled to access controller 28A and 
supplies time signals and date signals thereto. The clock 

20 receives a time reference signal and a date reference 
signal from descrambler 21A and synchronizes its op- 
eration therewith. 

[0028] User interface 30 is coupled to access control- 
ler 28A and supplies user input signals thereto. The user 

25 input signals are generated as a function of input sup- 
plied by a user to the user interface which may include 
a keyboard or user-operated switches. Typical user in- 
put signals include a command to display video signals, 
a command to record broadcast video signals, an au- 

30 thorization code, a request for a specific video program, 
and so on. 

[0029] Modem 31 is coupled to access controller 28A 
and to communication link 106 and facilitates the com- 
munication of signals through the communication link 

35 between broadcasting station 101 (shown in Fig. 1) and 
the access controller. As communication link 1 06 is pref- 
erably a telephone line, modem 31 is preferably a con- 
ventional telephone line modem. 
[0030] Access controller 28A is further coupled to an 

40 access condition memory 29. It will be appreciated that, 
as a function of the signals supplied to access controller 
28A by clock 27, user interface 30, modem 31, and ac- 
cess condition memory 29, the access controller con- 
trols the operation of encipherer 22 and decipherer 25. 

45 As will be discussed in greater detail below, depending 
upon whether applicable conditions have been fulfilled, 
the access controller enables or disables the operation 
of encipherer 22 and decipherer 25. Access controller 
28A stores access-control signals in and retrieves ac- 

50 cess-control signals from access condition memory 29. 
In an alternate embodiment, it is contemplated that the 
access controller 28A stores both access-control sig- 
nals and the encryption keys of encipherer 22 and de- 
cipherer 25 in access condition memory 29. 

55 [0031] Access-control signals indicate the conditions, 
if any, to be placed on the reproduction of the video com- 
ponent of the selected digital video signals. These con- 
ditions describe the circumstances under which a user 
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may or may not reproduce the selected video signals. 
As a function of the access-control signals, the selected 
video signals recovered by descrambler 21 A are proc- 
essed prior to recording and processed again following 
reproduction. Depending on the particular conditions 5 
and circumstances, a user can be prevented entirely 
from accessing the selected digital video signals, given 
limited access to the signals, or given full access to the 
signals. Such conditions may include, but are not limited 
to, one or more of the following: (1) previous receipt of 10 
a payment signal from broadcasting station 101, (2) a 
numerical limit on the number of times particular video 
signals may be reproduced or displayed, (3) a temporal 
limit on the reproduction or display of video signals, and 
(4) previous receipt of a user authorization code. Pref- 15 
erably, the access-control signals are comprised of sim- 
ple default values. 

[0032] Also illustrated in Fig. 2 is storage cassette 
1 04A which comprises access condition memory 29 and 
storage medium 40. Storage cassette 104A is, as a 20 
whole, removably connected to receiving system 102A. 
Access condition memory 29 stores access-control sig- 
nals indicating the conditions, if any, to be placed on the 
reproduction and/or recording of video signals on stor- 
age medium 40. Preferably, access condition memory 25 
29 is an integrated circuit RAM, integrated into storage 
cassette 104A but independent of storage medium 40, 
as has been proposed heretofore, and electrically con- 
nectable to access controller 28A. Storage medium 40 
stores signals recorded thereon by head 24 and is pref- 30 
erably removably engaged therewith. 
[0033] Operation of the embodiment of the controlled- 
access broadcast digital video signal receiving system 
102A shown in Fig. 2 will be described below. An impor- 
tant feature of this embodiment is that access-control 35 
signals, corresponding to video signals that are to be 
recorded on or reproduced from storage medium 40, are 
stored in access condition memory 29. Access control- 
ler 28A controls the operation of encipherer 22 and de- 
cipherer 25 as a function of one or more of the access- *o 
control signals stored in access condition memory 29 
and/or received from modem 31 . In this manner, the en- 
cryption and decryption of video signals is controlled to 
prevent unauthorized reproduction of the video signals. 
[0034] The configuration of the present invention is 
compatible with many different sequences of signal 
transfer between broadcasting station 101 and receiv- 
ing system 1 02A. Examples of useful signal transfer se- 
quences, implemented in different modes of operation 
of the present invention, will be described in detail be- 50 
low. Through the different modes of operation, video 
programs are securely transferred between a broad- 
caster and a consumer for recording, but the consumer's 
ability to display the programs can be subjected to lim- 
itations. 55 
[0035] In a first video-on-demand mode, a user enters 
into user interface 30 a request for a specific video pro- 
gram. User interface 30 transmits this request to access 



controller 28A, which, in turn, communicates the user's 
request through modem 31 and communication link 106 
to broadcasting station 101. The broadcasting station 
transmits the requested video program to satellite 107 
which relays the video program to antenna 1 03 and sup- 
plies the video signals representing this program to tun- 
er 20. It is expected that several video signals are cou- 
pled to tuner 20, which selects the particular video sig- 
nals comprising the requested video program and sup- 
plies these selected video signals to descrambler 21 A. 
The descrambler descrambles these broadcast video 
signals and supplies a descrambled version of the video 
signals to encipherer 22. Descrambler 21A also sup- 
plies a time reference signal and a date reference signal, 
which accompany the video program transmission, to 
clock 27. 

[0036] Additionally, broadcasting station 101 commu- 
nicates access-control signals through communication 
link 1 06 and modem 31 to access controller 28A for stor- 
age in access condition memory 29. The access-control 
signals serve to define the conditions or limitations, if 
any, upon the usage of the requested video program. In 
general, a user can either purchase or rent a particular 
video program from a broadcaster. In a prepayment 
method of purchase, a user pays for a video program 
and subsequently requests that the broadcaster trans- 
mit the program to the user's video receiving system. 
Broadcasting station 101 transmits the requested pro- 
gram and an access-control signal indicating that the 
video program can be unconditionally recorded and re- 
produced (FULL ACCESS). Access controller 28A 
stores the FULL ACCESS signal in access condition 
memory 29 to disable encipherer 22. Hence, descram- 
bled video signals of the video program are supplied by 
descrambler 21 A through encipherer 22, without en- 
cryption, to recording/reproducing section 23A, whereat 
the descrambled and unencrypted video signals are re- 
corded on storage medium 40. 
[0037] In a postpayment method of purchase, where- 
in a user elects to pay for a video program after it has 
been received by the user's receiving system, broad- 
casting station 101 transmits the particular video pro- 
gram to receiving system 102A along with an access- 
control signal indicating that the video program cannot 
be reproduced (NO REPRO). Access controller 28A 
stores the NO REPRO signal in access condition mem- 
ory 29 and enables encipherer 22, causing it to encrypt, 
according to an encryption key, descrambled video sig- 
nals of the video program supplied by descrambler 21 A. 
Encipherer 22 supplies encrypted video signals to re- 
cording/reproducing section 23A, whereat the encrypt- 
ed video signals are recorded on storage medium 40. 
[0038] It is contemplated that the user subsequently 
purchases the video program from the broadcaster. Up- 
on payment, broadcasting station 101 transmits an ac- 
cess-control signal to access controller 28A indicating 
that the recorded video program can be reproduced 
(REPRO OK), and this REPRO OK signal replaces the 
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previously stored NO REPRO signal in memory 29. 
When the encrypted video signals subsequently are 
played back from storage medium 40, they are supplied 
to decipherer 25 which is enabled by the stored REPRO 
OK signal to decrypt the reproduced video signals. 5 
[0039] In a second prepayment method of purchase, 
similar to the postpayment method , the user pays for the 
selected program prior to its transmission, but broad- 
casting station 101 first transmits the selected program 
to receiving system 102A along with a NO REPRO sig- 10 
nal. Access controller 28A causes encipherer 22 to en- 
crypt the video signals of the video program and the en- 
crypted signals are recorded on storage medium 40 
while the NO REPRO signal is stored in access condi- 
tion memory 29. Upon completion of the video program *5 
transmission, broadcasting station 101 transmits a RE- 
PRO OK signal; and access controller 28A replaces the 
stored NO REPRO signal with the REPRO OK signal. 
Thus, the video program is recorded in encrypted form 
but the user can reproduce and decrypt the program an 20 
unlimited number of times. This second prepayment 
method has the advantage of producing video record- 
ings that can only be reproduced in devices having com- 
patible decryption capabilities. 

[0040] Alternatively, a user can purchase the right to 25 
reproduce a video program a certain number (N) of 
times. The user thus "rents" the video program for N re- 
productions. In one mode, the user enters a request into 
user interface 30 to rent a video program for N repro- 
ductions. User interface 30 transmits the request to ac- 30 
cess controller 28A which forwards the request through 
modem 31 and communication link 106 to broadcasting 
station 101. Broadcasting station 101 transmits the re- 
quested video program along with an access-control 
signal indicating that the video program can only be re- 35 
produced N times (REPRO N TIMES). The access con- 
troller receives the REPRO N TIMES signal and stores 
it in access condition memory 29. The video program is 
received by tuner 20 and supplied to descrambler 21 A 
which descrambles the video program and supplies de- *o 
scrambled video signals to encipherer 22. The encipher- 
er, which is enabled by the access controller, encrypts 
the descrambled video signals, and supplies encrypted 
signals to recording/reproducing section 23A for record- 
ing on storage medium 40. 45 
[0041] In another rental mode, wherein a user desires 
to rent a particular video program for a certain period of 
time, an access-control signal designating the period of 
time during which reproduction of the requested video 
program is authorized is supplied by the broadcasting 50 
system. For example, the user may request to rent a 
particular video program for a certain number of days 
(D). Receiving system 102A transmits this request via 
communication link 106 to broadcasting station 101. 
The broadcasting station calculates the date Y, as a 55 
function of D, on which the reproduction right should ex- 
pire, and transmits the requested video program along 
with an access-control signal indicating that reproduc- 



tion is allowed until date Y (REPRO UNTIL DATE Y). 
The access-control signal is received by receiving sys- 
tem 102A and stored in access condition memory 29. 
The access controller enables the operation of enci- 
pherer 22; and as described above, the requested video 
program is received, selected by tuner 20, descrambled, 
enciphered, and recorded in enciphered form. Subse- 
quently, the encrypted video program is reproduced, de- 
ciphered (so long as the reproduction operation is per- 
formed prior to date Y) and displayed. 
[0042] As another example, a user can request to rent 
a particular video program for a certain number of hours 
(H). Receiving system 102A transmits this request via 
communication link 106 to broadcasting station 101 
which calculates the time T, as a function of H, when the 
reproduction right should expire, and transmits the re- 
quested video program along with an access-control 
signal indicating that reproduction is allowed until time 
T (REPRO UNTIL TIME T). The received access-control 
signal is stored in access condition memory 29; and the 
operation of encipherer 22 is enabled by access con- 
troller 28A. As described above, the requested video 
program is received, selected, descrambled, enci- 
phered, and recorded in an enciphered form. 
[0043] Of course, there are many different methods 
of expressing the terms of a rental. The preceding ex- 
pressions are intended merely as examples to assist in 
explaining the present invention and not as limits ther- 
eon. Further examples of useful rental terms include: re- 
production of a video program for a certain number of 
hours or of days, or for a period of time in the future. 
[0044] Analogous to the prepayment and postpay- 
ment methods of purchase, each rental of a video pro- 
gram can be prepaid or postpaid by the user. When the 
rental is prepaid, broadcasting station 101 transmits the 
requested program and the access-control signal spec- 
ifying the terms of the rental to receiving system 102A 
which processes the video program (i.e., selectively en- 
crypts the video signals) and stores the access-control 
signal as described above. 

[0045] In contrast, when the rental is postpaid, broad- 
casting station 101 transmits the requested program 
and a NO REPRO signal to receiving system 102A, 
which encrypts and records the video program and 
stores the NO REPRO signal as described above. Upon 
proper payment, broadcasting station 101 transmits the 
access-control signal specifying the terms of the rental 
to the receiving system which replaces the NO REPRO 
signal in access condition memory 29 with the newly- 
transmitted access-control signal. 
[0046] In a further variation, a certain segment of the 
video program can be made available for reproduction 
by a user in a "preview" mode of operation. In this "pre- 
view" mode a user can view a selected portion of the 
requested video program and later decide whether or 
not to purchase or rent the entire video program. In an 
illustrative implementation of the preview mode, the ac- 
cess-control signal corresponding to the preview seg- 
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merit is a REPRO OK signal and the access-control sig- 
nal corresponding to the entire video program is a NO 
REPRO signal. 

[0047] In a second video-on-demand mode, a user re- 
quests video programming from a broadcaster to be 
transmitted at a later time, perhaps the following day. 
The video programming may be, for example, one or 
more video programs selected by the user or a number 
of video programs selected by the broadcaster. In the 
latter case, it is contemplated that the user initially se- 
lects a particular type of video programming or selects 
video programming provided by a particular video pro- 
gram supplier. 

[0048] The request for "delayed" transmission of the 
video programming is entered by the user into user in- 
terface 30. User interface 30 transmits this request to 
access controller 28A which communicates the user's 
request through modem 31 and communication link 106 
to broadcasting station 101. 

[0049] Some period of time later, broadcasting station 
101 transmits the requested video programming to sat- 
ellite 107 which relays the video programming to anten- 
na 103. Preferably, transmission of the video program- 
ming occurs during periods when broadcasters are "off- 
the-air" or during periods of low viewership of broadcast 
video signals. Antenna 103 receives the video program- 
ming and supplies the video signals to tuner 20 from 
which the particular video signals comprising the re- 
quested video programming are supplied to descram- 
bler 21 A which, in turn, supplies a descrambled version 
of the video signals to encipherer 22. 
[0050] In this mode, broadcasting station 101 also 
transmits two access-control signals via communication 
link 106 and modem 31 to access controller 28A. One 
access-control signal indicates that the video program- 
ming is to be erased on a certain date Y (ERASE ON 
DATE Y) and the other access-control signal is the NO 
REPRO signal. Access controller 28A stores the 
ERASE ON DATE Y signal and the NO REPRO signal 
in access condition memory 29. Encipherer 22, when 
enabled, supplies encrypted video signals to recording/ 
reproducing section 23A for recording on storage medi- 
um 40. 

[0051] Subsequently, but prior to date Y, the user se- 
lects a video program from the requested video pro- 
gramming stored on storage medium 40 and pays the 
fee to rent the selected program for a particular rental 
term. Upon payment, broadcasting station 101 trans- 
mits the access-control signal indicating the appropriate 
rental condition to access controller 28A which replaces 
the previously stored NO REPRO signal in memory 29. 
Hence, the ERASE ON DATE Y signal remains stored 
in access condition memory 29. 
[0052] Illustrative video signal reproduction modes of 
operation of receiving system 102A now will be de- 
scribed. The process is initiated when a user enters a 
command into user interface 30 to reproduce a 
prestored video program recorded on storage cassette 



104A. The user interface transmits the command to ac- 
cess controller 28A which retrieves the access-control 
signal stored in access condition memory 29 of the stor- 
age cassette. The operation of decipherer 25 is control- 
5 led as a function of the particular access-control signal 
(s) that is retrieved. 

[0053] If, for example, the retrieved signal is a FULL 
ACCESS signal, then access controller 28A disables 
decipherer 25. Recording/reproducing section 23A re- 

10 covers video signals from storage medium 40 and sup- 
plies the reproduced video signals to decipherer 25, 
which passes the video signals to decoder 26. As de- 
scribed above, the reproduced video signals are unen- 
crypted; and decoder 26 decodes the video signals and 

15 supplies uncoded video signals to video display 105. 
[0054] If the NO REPRO signal is retrieved from ac- 
cess condition memory 29, access controller 28A disa- 
bles the operation of decipherer 25. However, unlike the 
FULL ACCESS signal case, the video signals stored on 

20 storage medium 40 are encrypted. Hence, recording/re- 
producing section 23A reproduces encrypted video sig- 
nals which are supplied to decipherer 25 to be passed 
directly to decoder 26 without decryption. The decoder 
decodes the encrypted video signals to produce uncod- 

25 ed but encrypted video signals which are supplied to vid- 
eo display 1 05. As a result, the video display either can- 
not display the video signals at all or can only display a 
distorted version of the original video program. 
[0055] As a further alternative, access controller 28A 

30 may retrieve a REPRO OK signal from access condition 
memory 29 to enable the operation of decipherer 25. 
Recording/reproducing section 23A reproduces the en- 
crypted video signals stored on storage medium 40 and 
supplies the encrypted signals to enabled decipherer 25 

35 which decrypts the video signals and supplies unen- 
crypted video signals to decoder 26. The decoder de- 
codes the video signals and supplies the resulting un- 
coded and decrypted video signals to video display 105 
for display. Because the video signals are uncoded and 

40 decrypted, video display 105 displays the reproduced 
video program without distortion. 
[0056] As yet another alternative, when access con- 
troller 28A retrieves a REPRO N TIMES signal from ac- 
cess condition memory 29, the access controller 28A 

45 determines whether the number N is greater than a pre- 
determined threshold value (e.g. zero). If the number N 
is not greater than the threshold value, then access con- 
troller 28A disables operation of decipherer 25 and re- 
production of the stored video signal proceeds as in the 

so NO REPRO signal case. On the other hand, if the 
number N is greater than the threshold value, then ac- 
cess controller 28A enables decipherer 25 and repro- 
duction of the stored video signal proceeds as in the RE- 
PRO OK signal case. 

55 [0057] After the video signal is reproduced from stor- 
age medium 40, if the number N is greater than the 
threshold value, access controller 28A subtracts one 
from the value of N to produce a new value N and writes 
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a new REPRO N TIMES signal, utilizing the new value 
N, into access condition memory 29 whereat the previ- 
ously stored REPRO N TIMES signal is replaced by the 
new REPRO N TIMES signal. According to this proce- 
dure, the particular video signals stored in storage me- 
dium 40 to which the REPRO N TIMES signal corre- 
sponds are only reproduced the number of times repre- 
sented by the number N. The value N stored in access 
condition memory 29 thus reflects the remaining 
number of permitted reproductions of the particular vid- 
eo signals. Since the access condition memory is pro- 
vided in the same storage cassette 1 04A as storage me- 
dium 40, and the video signals are encrypted on the stor- 
age medium, the video signals can only be reproduced 
for display N times even if the cassette is loaded into 
another receiving system, at least until a new access- 
control signal is stored. 

[0058] When, as described above, a video program is 
rented for only a certain period of time, access controller 
28A retrieves the corresponding access-control signal 
from access condition memory 29 and also receives a 
clock signal and a date signal from clock 27. The clock 
signal and the date signal are compared to the retrieved 
access-control signal, and if the particular condition ex- 
pressed in the access-control signal is satisfied such 
that reproduction is allowed, then decipherer 25 is ena- 
bled and reproduction of the stored video signals pro- 
ceeds as in the REPRO OK case. However, if the con- 
dition expressed by the access-control signal is not sat- 
isfied such that reproduction of the video signals is not 
allowed, then the decipherer is disabled and reproduc- 
tion of the stored video signals proceeds as described 
with respect to the NO REPRO signal. 
[0059] For example, when access controller 28A re- 
trieves a REPRO UNTIL DATE Y signal from access 
condition memory 29, it compares the date signal from 
clock 27 to the date Y. If the date from clock 27 is prior 
to date Y, then the access controller enables the oper- 
ation of decipherer 25 to decrypt the reproduced, en- 
crypted video signals. In a similar fashion, when the ac- 
cess controller retrieves a REPRO UNTIL TIME T signal 
from the access condition memory, it compares the time 
signal supplied by clock 27 with the time T. If the time 
indicated by the time signal is prior to time T, then re- 
production of the stored video signals proceeds as de- 
scribed with respect to the REPRO OK signal. 
[0060] In an analogous manner, when access control- 
ler 28A retrieves an ERASE ON DATE Y signal from ac- 
cess condition memory 29, it compares the date signal 
from clock 27 to the date Y. If the date indicated by clock 
27 is the same as or past date Y, then the access con- 
troller controls recording/reproducing section 23A to 
erase the video signals stored on storage medium 40. 
A suitable control channel, or link, may be provided be- 
tween access controller 28A and recording/reproducing 
section 23A. 

[0061] An alternate embodiment of receiving system 
102A additionally includes a connection between de- 



scrambler 21 A and access controller 28A. Here, scram- 
bled access-control signals that are transmitted by 
broadcasting station 101 along with the video signals 
are supplied to and descrambled by descrambler 21 A 

5 from which they are coupled to the access controller. In 
this alternate embodiment, video signals are recorded 
and reproduced as described above, and encipherer 22 
and decipherer 25 are selectively enabled and disabled 
in response to the received access-control signals in the 

10 same manner as has been discussed. 

[0062] As will be appreciated by one of ordinary skill 
in the art, each of the abovedescribed modes of signal 
reproduction wherein the user has prepaid for the video 
programming can be achieved substantially simultane- 

15 ously with the recording of the broadcast video signals. 
In such a mode of operation, recording/ reproducing 
section 23A functions both to record the processed 
broadcast video signals and to supply the video signals 
to decipherer 25. Decipherer 25, controlled by access 

20 controller 28A, decrypts the video signals as a function 
of the access-control signal to be stored in access con- 
dition memory 29 and decoder 26 decodes the resulting 
video signals for immediate display on video display 
105. 

25 [0063] Another embodiment of the controlled-access 
broadcast digital video signal receiving system 1 02B ac- 
cording to the present invention is illustrated in Fig. 3. 
Receiving system 102B differs from aforedescribed re- 
ceiving system 102A in that receiving system 102B 

30 stores access-control signals and video signals in the 
same storage medium 40 of storage cassette 104B. 
[0064] Recording/reproducing section 23B, through 
head 24, records on storage medium 40 in storage cas- 
sette 104B video signals supplied by encipherer 22 and 

35 access-control signals supplied by access controller 
28B; and also reads previously recorded video signals 
and previously recorded access-control signals from the 
storage medium. The reproduced video signals are sup- 
plied to decipherer 25 and the reproduced access-con- 

40 trol signals are supplied from the recording/reproducing 
section to access controller 28B. As before, recording/ 
reproducing section 23B is a digital video tape record- 
ing/reproducing device (VTR) and storage medium 40 
is a video tape; although the storage medium may be a 

45 magnetic disc, an optical disc, a magneto-optic disc, a 
solid-state device, or other recordable medium. It is also 
preferred that the access-control signals be stored in 
one or more sub-code regions of the storage medium. 
[0065] When enabled by access controller 28B, deci- 

50 pherer 25 decrypts, according to an encryption key, en- 
crypted signals reproduced by recording/reproducing 
section 23B. It is contemplated that the encryption key 
is prestored in the decipherer or is supplied thereto by 
access controller 28B, or is included in the video signals 

55 or the access-control signals supplied by broadcasting 
station 101 , or is stored in and read from storage medi- 
um 40. When disabled, decipherer 25 passes video sig- 
nals from recording/reproducing section 23B directly to 
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decoder 26 without decrypting such signals. 
[0066] As a function of the signals supplied to access 
controller 28B by clock 27, user interface 30, modem 
31, and recording/reproducing section 23B, the access 
controller controls the operation of encipherer 22 and 
decipherer 25 as has been described previously. Spe- 
cifically, depending upon whether applicable conditions 
have been fulfilled, the access controller enables or dis- 
ables the operation of encipherer 22 and decipherer 25. 
[0067] Each signal transfer sequence, including vari- 
ations thereon, described above with respect to receiv- 
ing system 102A is also implemented in similar modes 
of operation of receiving system 102B. It will be appre- 
ciated, then, that the modes of operation of receiving 
system 102B are substantially identical to the modes of 
operation of receiving system 102A with the following 
illustrative exceptions. Access controller 28B functions 
in the same manner as access controller 28A, except 
that access-control signals are stored, through record- 
ing/ reproducing section 23B, in storage medium 40, in- 
stead of in a separate access condition memory. Re- 
cording/reproducing section 23B functions in the same 
manner as section 23A except that section 23B addi- 
tionally records access-control signals on and reproduc- 
es access-control signals from storage medium 40. The 
reproduced access-control signals are supplied from re- 
cording/ reproducing section 23B to access controller 
28B. 

[0068] Similar to the alternate embodiment discussed 
in conjunction with Fig. 2, an alternate embodiment of 
receiving system 102B additionally includes a connec- 
tion between descrambler 21 A and access controller 
28B so that scrambled access-control signals that are 
transmitted by broadcasting station 101 along with the 
video signals are descrambled and supplied to the ac- 
cess controller. Of course, access controller 28B uses 
these access-control signals in the same manner as dis- 
cussed above. 

[0069] A further embodiment of the controlled-access 
broadcast digital video signal receiving system 1 02C ac- 
cording to the present invention is illustrated in Fig. 4. 
Receiving system 102C, is adapted for receiving, de- 
scrambling, decoding, recording, and reproducing dig- 
ital video signals and is similar to the aforedescribed re- 
ceiving system 102A of Fig. 2. As in receiving system 
102A, receiving system 102C stores access-control sig- 
nals in access condition memory 29 of storage cassette 
104A, while the video signals are stored on storage me- 
dium 40 of the storage cassette. 
[0070] Fig. 4 differs from Fig. 2 in that descrambler 
21 C of receiving system 1 02C is coupled to access con- 
troller 28C, recording/reproducing section 23A, and de- 
coder 26; and encipherer 22 and decipherer 25 are not 
provided as separate circuits. When enabled by access 
controller 28C, descrambler 21 C descrambles video 
signals supplied by tuner 20 and supplies an unscram- 
bled version of the digital video signals to recording/re- 
producing section 23A. Also, when enabled by the ac- 



cess controller, descrambler 21 C descrambles video 
signals reproduced by recording/reproducing section 
23A and supplies an unscrambled version of the digital 
video signals to decoder 26. When disabled by access 

5 controller 28C, descrambler 21 C passes scrambled vid- 
eo signals from tuner 20 directly, without encryption, to 
section 23A and also passes video signals reproduced 
by the recording/reproducing section directly, without 
decryption, to decoder 26. Scrambled video signals can 

10 be recorded but they cannot be displayed in scrambled 
form. 

[0071] It will be appreciated that access controller 
28C functions in the same general manner as access 
controller 28A, except that descrambler 21 C is control- 

15 led in accordance with the access-control signals rather 
than encipherer 22 and decipherer 25. 
[0072] At those aforedescribed operational steps 
where access controller 28A enables encipherer 22, ac- 
cess controller 28C disables descrambler 21 C to pass 

20 scrambled signals to the recording/reproducing section; 
and where access controller 28A disables encipherer 
22, access controller 28C enables descrambler 21 C to 
supply descrambled signals to the recording/reproduc- 
ing section. However, in the operational steps where ac- 

25 cess controller 28A enables decipherer 25, access con- 
troller 28C similarly enables descrambler 21 C to de- 
scramble the signals reproduced by the recording/re- 
producing section. Where access controller 28A disa- 
bles decipherer 25, access controller 28C similarly dis- 

30 ables descrambler 21 C to pass to decoder 26 signals 
reproduced by the recording/reproducing section. 
[0073] In an alternate embodiment of receiving sys- 
tem 102C, access-control signals, transmitted by broad- 
casting station 101 along with video signals, are re- 

35 ceived through antenna 103 and supplied by tuner 20 
to descrambler 21 C for descrambling and for coupling 
to access controller 28C. 

[0074] A still further embodiment of the controlled-ac- 
cess broadcast digital video signal receiving system 

40 102D according to the present invention is illustrated in 
Fig. 5. Receiving system 102D is seen to be a combi- 
nation of portions of receiving system 102C and receiv- 
ing system 102B (Fig. 3). Similar to receiving system 
102B, receiving system 102D stores access-control sig- 

45 nals and video signals in the same storage medium 40 
of storage cassette 104B. Recording/reproducing sec- 
tion 23B supplies the reproduced video signals to de- 
scrambler 21 C and supplies the reproduced access- 
control signals to access controller 28D. 

50 [0075] It will be appreciated that the modes of opera- 
tion of receiving system 102D are substantially similar 
to the modes of operation of receiving system 102C with 
the following illustrative exceptions. Access controller 
28D functions in the same manner as access controller 

55 28C, except that access-control signals are stored in 
storage medium 40 instead of in a separate access con- 
dition memory. Recording/reproducing section 23B 
functions in the same manner as section 23A except that 
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section 23B additionally records access-control signals 
on and reproduces access-control signals from storage 
medium 40. The reproduced access-control signals are 
supplied from recording/reproducing section 23B to ac- 
cess controller 28D. 

[0076] Similar to the alternate embodiment discussed 
in conjunction with Fig. 4, access-control signals, trans- 
mitted by broadcasting station 101 along with video sig- 
nals, are received through antenna 103 and supplied by 
tuner 20 to descrambler 21 C for descrambling; and the 
descrambled access-control signals are supplied to ac- 
cess controller 28D. It is seen that access controller 28D 
receives access-control signals from recording/ repro- 
ducing section 23B and either from modem 31 or from 
descrambler 21 C, or from both. 
[0077] Fig. 6 is a flow diagram of a preferred mode of 
operation of receiving system 102A of Fig. 2, as control- 
led by access controller 28A, wherein a user orders from 
a broadcaster a limited or an unlimited right (as may be 
desired) to reproduce a video program. The user initi- 
ates the process by entering a request for a particular 
video program at user interface 30. The process begins 
at step S60, where access controller 28A causes mo- 
dem 31 to connect to broadcasting station 101. 
[0078] Access controller 28A transmits identification 
information through modem 31 and communication link 
106 to broadcasting station 101 which checks the iden- 
tification information against a subscription list and de- 
termines whether the user has subscribed to the broad- 
casting station's service, as represented by inquiry S61 . 
If the user is not subscribed, the broadcasting station 
terminates the connection with receiving system 102A 
in step S62. 

[0079] If the user is subscribed, inquiry S61 is an- 
swered in the affirmative and operation continues to in- 
quiry S63, which polls the user to determine whether or 
not the video program is to be purchased. If the user 
enters an affirmative response into user interface 30, 
operation proceeds to inquiry S64. Otherwise, operation 
proceeds to inquiry S65. 

[0080] At inquiry S64, the broadcasting station 101 
determines whether the user has prepaid for the video 
program and if not, the user is further queried to deter- 
mine if payment will be made at that time. If the price of 
the video program has been previously paid or is imme- 
diately paid, then processing proceeds with step S66. 
Otherwise, processing proceeds with step S67. 
[0081] In step S66, broadcasting station 101 trans- 
mits the video program via satellite to antenna 103 and 
transmits the FULL ACCESS signal via communication 
link 106 and modem 31 to access controller 28A. Access 
controller 28A disables encipherer 22, allowing the vid- 
eo program to be recorded in an unencrypted form on 
storage medium 40, and the access controller also 
stores the FULL ACCESS signal in access condition 
memory 29. 

[0082] In step S67, broadcasting station 101 trans- 
mits the video program via satellite to antenna 103 and 



transmits the NO REPRO signal via communication link 
106 and modem 31 to access controller 28A. The ac- 
cess controller enables encipherer 22, causing the vid- 
eo program to be encrypted and then recorded in en- 
crypted form on storage medium 40, and the NO RE- 
PRO signal is stored in access condition memory 29. 
[0083] If the video program is not to be purchased, 
resulting in a negative answer to inquiry S63, the oper- 
ation proceeds to inquiry S65 whereat the user is polled 
to determine whether the video program is to be rented 
for a number (N) of viewings. If the user enters an af- 
firmative response into user interface 30, the number N 
is entered, and operation proceeds to inquiry S69. Oth- 
erwise, operation proceeds to inquiry S68. 
[0084] At inquiry S69, the broadcasting station 101 
determines whether the user has prepaid for the N view- 
ings of the video program and if not, the user is further 
queried to determine if payment will be made at that 
time. If the fee for N viewings of the video program has 
been previously paid or is immediately paid, processing 
proceeds with step S71. Otherwise, processing pro- 
ceeds with step S72. 

[0085] In step S71, broadcasting station 101 trans- 
mits the video program via satellite to antenna 103 and 
transmits the REPRO N TIMES signal via communica- 
tion link 106 and modem 31 to access controller 28A. 
The access controller 28A enables encipherer 22, caus- 
ing the video program to be encrypted and then record- 
ed on storage medium 40; and the REPRO N TIMES 
signal is stored in access condition memory 29. 
[0086] In step S72, broadcasting station 101 trans- 
mits the video program via satellite to antenna 103 and 
transmits the NO REPRO signal via communication link 
106 and modem 31 to access controller 28A. The ac- 
cess controller enables encipherer 22, causing the vid- 
eo program to be encrypted and then recorded on stor- 
age medium 40; and the NO REPRO signal is stored in 
access condition memory 29. 

[0087] If the video program is not to be rented for N 
viewings, inquiry S65 is answered in the negative and 
the operation proceeds to inquiry S68 whereat the user 
is polled to determine whether a video program is to be 
rented for viewing until a date Y. If the user enters an 
affirmative response into user interface 30, the date Y 
is entered, and operation proceeds to inquiry S70. Oth- 
erwise, operation returns step S62, described above. 
[0088] At inquiry S70, the broadcasting station 101 
determines whether the user has prepaid for the rental 
of the video program until date Y and if not, the user is 
further queried to determine if payment will be made at 
that time. If the fee for the rental period has been previ- 
ously paid or is immediately paid, then processing pro- 
ceeds with step S73. Otherwise, processing proceeds 
with step S72, described above. 
[0089] In step S73, broadcasting station 101 trans- 
mits the video program via satellite to antenna 103 and 
transmits the REPRO UNTIL DATE Y signal via com- 
munication link 106 and modem 31 to access controller 
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28A. The access controller enables encipherer 22, 
causing the video program to be encrypted and then re- 
corded in encrypted form on storage medium 40. Ac- 
cess controller 28A also stores the REPRO UNTIL 
DATE Y signal in access condition memory 29. 
[0090] Fig. 7 is a flow diagram of a preferred mode of 
operation of receiving system 102A of Fig. 2 wherein a 
user seeks to reproduce a selected previously recorded 
video program. The user initiates the process by sup- 
plying a request to reproduce a prerecorded video pro- 
gram at user interface 30 and the process begins at step 
S80, where access controller 28A retrieves from access 
condition memory 29 the access-control signal corre- 
sponding to the selected video program. The process 
proceeds to inquiry S81 whereat the access controller 
determines if the access-control signal is the NO RE- 
PRO signal. If so, processing proceeds with step S86; 
otherwise, processing proceeds to inquiry S82. 
[0091] In step S86, access controller 28A causes mo- 
dem 31 to connect to broadcasting station 101 and 
transmits identification information and program infor- 
mation to the broadcasting station. Processing then pro- 
ceeds to inquiry S88 which queries the user to deter- 
mine if payment of the full purchase price for the video 
program will be made at that time. If the purchase price 
of the video program is paid, then processing proceeds 
with step S93. Otherwise, processing proceeds to in- 
quiry S89. 

[0092] In step S93, broadcasting station 101 trans- 
mits the REPRO OK signal via communication link 106 
and modem 31 to access controller 28A which stores 
the REPRO OK signal in access condition memory 29, 
replacing the NO REPRO signal, and processing pro- 
ceeds to step S97. In step S97, the access controller 
enables decipherer 25; and the selected video program 
which is reproduced from storage medium 40 is decrypt- 
ed by decipherer 25, decoded by decoder 26, and sup- 
plied for display to video display 105. 
[0093] If the retrieved access-control signal is not the 
NO REPRO signal, as represented by a negative an- 
swer to inquiry S81 , inquiry S82 determines whether the 
access-control signal is the REPRO N TIMES signal. If 
so, processing proceeds with step S94. Otherwise, 
processing proceeds to inquiry S83. In step S94, access 
controller 28A decrements N by one, debiting the single 
reproduction which will immediately follow. Further, the 
REPRO N-1 TIMES signal is stored in access condition 
memory 29, replacing the access-control signal previ- 
ously stored there, and processing proceeds to step S97 
to reproduce and decrypt the video signal, described 
above. 

[0094] If the retrieved access-control signal is not the 
REPRO N TIMES signal, inquiry S83 is made to deter- 
mine if the access-control signal is the REPRO UNTIL 
DATE Y signal. If so, processing proceeds to inquiry 
S87. Otherwise, processing proceeds to inquiry S84. In- 
quiry S87 compares the date signal supplied by clock 
27, indicating the current date, with date Y. If the current 



date is prior to date Y, then processing proceeds to step 
S97, described above. Otherwise, processing proceeds 
to step S90, whereat access controller 28A determines 
that the applicable condition has not been satisfied and 
5 therefore no video signal reproduction is authorized. 
The access controller thereafter terminates the connec- 
tion with broadcasting station 101. 
[0095] If the retrieved access-control signal is neither 
the NO REPRO nor the REPRO N TIMES nor the RE- 
10 PRO UNTIL DATE Y signal, inquiry S84 determines if 
the access-control signal is the REPRO OK signal. If it 
is, processing proceeds with step S97, described 
above. Otherwise, processing advances to inquiry S85 
whereat access controller 28A determines if the access- 
es control signal is the FULL ACCESS signal. If so, 
processing proceeds with step S96. Otherwise, 
processing proceeds with step S92. 
[0096] In step S92, access controller 28A determines 
that it has failed to recognize the particular access-con- 
20 trol signal stored in condition access memory 29, if any. 
Lacking a recognizable access-control signal, no video 
signal reproduction is authorized. Access controller 28A 
terminates the connection with broadcasting station 
101. It should be appreciated that step S92 can be re- 
25 placed with additional access-control signal definitions 
to provide further processing and access-control signal 
permutations. 

[0097] In step S96, access controller 28A disables de- 
cipherer 25, and recording/reproducing section 23A re- 

30 produces the selected video program from storage me- 
dium 40. The reproduced video program passes 
through decipherer 25 for decoding by decoder 26, and 
is supplied to video display 105 for display. 
[0098] If the retrieved access-control signal is the NO 

35 REPRO signal and payment of the full purchase price 
is not made, inquiry S88 is answered in the negative and 
the process advances to inquiry S89, which queries the 
user to determine if the fee for N viewings of the video 
program will be paid. If the fee for N viewings of the video 

40 program is paid, then broadcasting station 101 transmits 
the REPRO N TIMES signal via communication link 1 06 
and modem 31 to access controller 28A, and processing 
proceeds with step S94, described above. Otherwise, 
processing proceeds to inquiry S91 which queries the 

45 user to determine if the fee for rental of the video pro- 
gram until date Y will be paid. If the fee for such a rental 
is paid, then processing proceeds with step S95. Other- 
wise, processing proceeds with step S90, described 
above. 

50 [0099] In step S95, broadcasting station 101 trans- 
mits the REPRO UNTIL DATE Y signal via communica- 
tion link 106 and modem 31 to access controller 28A 
which stores the REPRO UNTIL DATE Y signal in ac- 
cess condition memory 29, replacing the NO REPRO 

55 signal, and processing proceeds to step S97, described 
above. 

[0100] Those of ordinary skill in the art will readily ap- 
preciate the modifications to be made to the flow dia- 
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grams of Figs. 6 and 7 to control the operation of the 
controlled-access broadcast video signal recording sys- 
tems shown in Figs. 3, 4 and 5. Hence, in the interest of 
brevity, further description of such modified flow dia- 
grams is not made. 5 
[0101] Although illustrative embodiments of the 
present invention and modifications thereof have been 
described in detail herein, it is to be understood that this 
invention is not limited to these precise embodiments 
and modifications, and that other modifications and var- 10 
iations may be effected therein by one skilled in the art. 
For example, it is contemplated that a broadcast video 
program can be processed by an apparatus embodying 
the present invention for display to a user without a pre- 
ceding or simultaneous recording of the video program. 15 



Claims 

1. Apparatus for receiving and recording broadcast 20 
signals which are scrambled, the apparatus com- 
prising: 

receiving means (20,31) for receiving said 
broadcast signals and an access-control sig- 25 
nal; 

processing means, coupled to said receiving 
means (20,31), for processing said broadcast 
signals, said processing means comprising de- 
crambling means for descrambling said broad- 30 
cast signals; 

characterised in that said processing means 
also comprises enciphering means (22) for enci- 
phering said descrambled broadcast signals; 35 

control means (28A) for controlling said enci- 
phering means (22) as a function of said ac- 
cess-control signal; and 

storage means (104A) for storing said broad- *o 
cast signals and said access-control signal, 
such that subsequent reproduction of the 
stored broadcast signals may be controlled by 
the stored access-control signal. 

45 

2. Apparatus according to claim 1 , wherein said re- 
ceiving means (20,31) is operable to receive said 
scrambled broadcast signals and said access-con- 
trol signal from a broadcasting station (101). 

50 

3. Apparatus according to claim 1 or claim 2, wherein 
said receiving means comprises a tuner (20) for re- 
ceiving broadcast signals. 

4. Apparatus according to claim 1 , claim 2 or claim 3, 55 
wherein said receiving means comprises a modem 
(31) for receiving said access-control signal. 



5. Apparatus according to any one of the preceding 
claims, wherein said receiving means comprises a 
user interface (30) for receiving said access-control 
signal from a user. 

6. Apparatus according to any one of the preceding 
claims, wherein said broadcast signals are video 
data signals. 

7. Apparatus according to any one of the preceding 
claims, wherein said broadcast signals are stored 
on a record medium (40) and said access-control 
signal is stored in a separate storage medium (29). 

8. Apparatus according to claim 7, wherein said record 
medium is a video tape (40). 

9. Apparatus according to claim 7 or claim 8, wherein 
said separate storage medium is an integrated cir- 
cuit memory (29). 

10. Apparatus according to any one of claims 1 to 6, 
wherein said broadcast signals and said access- 
control signal are stored on a common record me- 
dium (40). 

11. Apparatus according to any one of the preceding 
claims, comprising a clock (27), coupled to said re- 
ceiving means (20,31) and to said control means 
(28A), for supplying a clock signal to said control 
means (28A); 

wherein said broadcast signals include a clock 
reference signal; and 

wherein said clock signal is synchronized with 
said clock reference signal. 

12. Apparatus for receiving, recording and reproducing 
broadcast signals, the apparatus comprising: 

receiving and recording apparatus according to 
any one of claims 1 to 1 1 ; 
means (23A) for reproducing the stored broad- 
cast signals to produce reproduced broadcast 
signals and for retrieving said stored access- 
control signal; and 

reprocessing means for reprocessing said re- 
produced broadcast signals, said reprocessing 
means comprising deciphering means (25) for 
deciphering said reproduced broadcast sig- 
nals; 

said control means (28A) being operable to 
control said deciphering means (25) as a func- 
tion of said retrieved access-control signal. 

13. A method of transferring from a broadcaster to a re- 
ceiver a limited reproduction right in broadcast sig- 
nals, the method comprising the steps of: 
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transmitting from said broadcaster (1 01 ) to said 
receiver (102) an access-control signal and 
scrambled broadcast signals, said access-con- 
trol signal indicating said limited reproduction 
right; 

receiving, at said receiver (102), said access- 
control signal and said broadcast signals; and 
descrambling at said receiver (102), said re- 
ceived broadcast signals; and 

characterised by comprising the steps of: 

enciphering, at said receiver (102), said de- 
scrambled broadcast signals as a function of 
said access-control signal to produce enci- 
phered broadcast signals; and 
storing, at said receiver (102), said enciphered 
broadcast signals and said access-control sig- 
nal, such that subsequent reproduction of the 
stored signals may be controlled by the stored 
access-control signal. 

14. A method according to claim 13, comprising: 

retrieving, at said receiver (102), said stored 
access-control signal; 

reproducing, at said receiver (102), said stored 
broadcast signals to produce reproduced 
broadcast signals; and 

deciphering, at said receiver (102), said repro- 
duced broadcast signals as a function of said 
retrieved access-control signal. 

15. A method according to claim 13 or claim 14, wherein 
said limited reproduction right is the right to repro- 
duce said signals N times. 

1 6. A method according to claim 1 3 or claim 1 4 , wherein 
said limited reproduction right is the right to repro- 
duce said signals until date Y. 

1 7. A method according to claim 1 3 or claim 1 4 , wherein 
said limited reproduction right is the right to repro- 
duce said signals until time T. 

18. A method according to any one of claims 13 to 17, 
wherein said broadcast signals and said access- 
control signal are stored on a storage cassette 
(104). 

19. A method according to any one of claims 13 to 18, 
capable of erasing prerecorded video data stored 
on a record medium as a function of the stored ac- 
cess-control signal, the method comprising the 
steps of: 

retrieving said stored access-control signal; 
recognizing said access-control signal as an 



ERASE signal; and 

erasing broadcast signals stored on said record 
medium in response to the ERASE signal. 

5 

Patentanspruche 

1. Vorrichtung zum Empfangen und Aufzeichnen von 
verwurfelten Rundfunk-Signalen, aufweisend 

10 

eine Empfangseinrichtung (20,31), um die 
Rundfunksignaie und 

ein Zugriffs-Steuersignal zu empfangen, eine 
15 Verarbeitungseinrichtung, die mit der Emp- 

fangseinrichtung (20,31) verbunden ist, um die 
Rundfunksignaie zu verarbeiten, wobei die Ver- 
arbeitungseinrichtung eine Entwurfelungsein- 
richtung aufweist, um die Rundfunksignaie zu 
20 entwurfeln, 

dadurch gekennzeichnet, 

daft die Verarbeitungseinrichtung auch eine 
25 Verschlusselungseinrichtung (22) aufweist, um 

die entwurfelten Rundfunksignaie zu ver- 
schlusseln, 

dad eine Steuereinrichtung (28A) vorgesehen 
30 ist, um die Verschlusselungseinrichtung (22) 

abhangig von dem Zugriffs-Steuersignal zu 
steuern, und 

dad eine Speichereinrichtung (1 04A) vorgese- 
35 hen ist, um die Rundfunksignaie und das Zu- 

griffs-Steuersignal so zu speichern, dad eine 
nachfolgende Wiedergabe der gespeicherten 
Rundfunksignaie von dem gespeicherten Zu- 
griffs-Steuersignal gesteuert werden kann. 

40 

2. Vorrichtung nach Anspruch 1 , 

bei dem die Empfangseinrichtung (20,31) betreib- 
bar, die verwurfelten Rundfunksignaie und das Zu- 
griffs-Steuersignal von einer Rundfunk-Station 
45 (1 01 ) zu empfangen. 

3. Vorrichtung nach Anspruch 1 Oder 2, 

bei dem die Empfangseinrichtung (20,31 ) einen Tu- 
ner (20) fur den Empfang von Rundfunksignalen 
so aufweist. 

4. Vorrichtung nach Anspruch 1 , 2 oder 3, 

bei dem die Empfangseinrichtung (20,31) ein Mo- 
dem (31) aufweist, um das Zugriffs-Steuersignal zu 
55 empfangen. 

5. Vorrichtung nach einem der vorhergehenden An- 
spruche, 
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bei dem die Empfangseinrichtung (20,31) eine Be- 
nutzerschnittstelle (30) aufweist, urn das Zugriffs- 
Steuersignal von einem Benutzer zu empfangen. 

6. Vorrichtung nach einem der vorhergehenden An- 
spruche, 

bei dem die Rundfunksignale Videodatensignale 
sind. 

7. Vorrichtung nach einem der vorhergehenden An- 
spruche, 

bei dem die Rundfunksignale auf einem Speicher- 
medium (40) und das Zugriffs-Steuersignal auf ei- 
nem separaten Speichermedium (29) gespeichert 
sind. 

8. Vorrichtung nach Anspruch 7, 

bei dem das Speichermedium ein Videoband (40) 
ist. 

9. Vorrichtung nach Anspruch 7 oder 8, 

bei dem das separate Speichermedium ein Spei- 
cher einer integrierten Schaltung (29) ist. 

10. Vorrichtung nach einem der Anspruche 1 bis 6, 
bei dem die Rundfunksignale und das Zugriffs- 
Steuersignal auf einem gemeinsamen Speicherme- 
dium (40) gespeichert sind. 

11. Vorrichtung nach einem der vorhergehenden An- 
spruche, 

mit einem mit der Empfangseinrichtung (20,31 ) und 
mit der Steuereinrichtung (28A) verbundenen Takt- 
geber (27), urn ein Taktsignal der Steuereinrichtung 
(28A) zuzufuhren, wobei die Rundfunksignale ein 
Referenz-Taktsignal beinhalten und das Taktsignal 
mit dem Referenz-Taktsignal synchronisiert ist. 

12. Vorrichtung zum Empfangen, Aufzeichnen und 
Wiedergeben von Rundfunk-Signalen, aufweisend 

ein Empfangs- und Wiedergabegerat nach ei- 
nem der Anspruche 1 bis 11, 

eine Einrichtung (23A) zum Wiedergeben der 
gespeicherten Rundfunksignale, urn wiederge- 
gebene Rundfunksignale zu erzeugen und urn 
das gespeicherte Zugriffs-Steuersignal wieder- 
zugewinnen, und 

eine Wiederaufbereitungseinrichtung, urn die 
wiedergegebenen Rundfunksignale wiederauf- 
zubereiten, wobei die Wiederaufbereitungsein- 
richtung eine Entschlusselungseinrichtung (25) 
aufweist, urn die wiedergegebenen Rundfunk- 
signale zu entschlusseln, und wobei die Steu- 
ereinrichtung (28A) betreibbar ist, die Ent- 
schlusselungseinrichtung (25) in Abhangigkeit 



von dem wiedergewonnenen Zugriffs-Steuersi- 
gnal zu steuern. 

13. Verfahren zum Ubertragen eines eingeschrankten 
5 Wiedergaberechts fur Rundfunksignale von einem 

Rundfunksenderzu einem Empfanger, aufweisend 
folgende Schritte: 

Ubertragen eines Zugriffs-Steuersignals und 
10 eines verwurfelten Rundfunksignals von einem 

Rundfunksender (101) zu einem Empfanger 
(1 02), wobei das Zugriffs-Steuersignal das ein- 
geschrankte Wiedergaberecht anzeigt 
Empfangen des Zugriffs-Steuersignals und des 
15 Rundfunksignals durch den Empfanger (102), 

und 

Entwurfeln durch den Empfanger (102) der 
empfangenen Rundfunksignale, 

20 gekennzeichnet durch folgende Schritte: 

Verschlusseln der entwurfelten Rundfunksi- 
gnale in Abhangigkeit des Zugriffs-Steuersi- 
gnals durch den Empfanger (102), urn ver- 

25 schlusselte Rundfunksignale zu erhalten, und 

Speichern der verschlusselten Rundfunksigna- 
le und des Zugriffs-Steuersignals durch den 
Empfanger (102), so dafi eine nachfolgende 
Wiedergabe der gespeicherten Rundfunksi- 

30 gnale von dem gespeicherten Zugriffs-Steuer- 

signal gesteuert werden kann. 

14. Verfahren nach Anspruch 13, aufweisend die fol- 
genden Schritte: 

35 

Wiedergewinnen des gespeicherten Zugriffs- 
Steuersignals durch den Empfanger (102), 
Wiedergeben der gespeicherten Rundfunksi- 
gnale durch den Empfanger (102), urn die wie- 
40 dergegebene Rundfunksignale zu erzeugen, 

und 

Entschlusseln der wiedergewonnenen Rund- 
funksignale durch den Empfanger (102) in Ab- 
hangigkeit von dem wiedergewonnenen Zu- 
45 griffs-Steuersignal. 

15. Verfahren nach Anspruch 13 oder 14, 

wobei das eingeschrankte Wiedergaberecht das 
Recht darstellt, die Signale N-mal wiederzugeben. 

50 

16. Verfahren nach Anspruch 13 oder 14, 

wobei das eingeschrankte Wiedergaberecht das 
Recht darstellt, urn die Signale bis zu einem Datum 
Y wiederzugeben. 

55 

17. Verfahren nach Anspruch 13 oder 14, 

wobei das eingeschrankte Wiedergaberecht das 
Recht darstellt, die Signale bis zu einem Zeitpunkt 
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T wiederzugeben. 

18. Verfahren nach einem der Anspruche 13 bis 17, 
wobei die Rundfunksignale und das Zugriffs-Steu- 
ersignal auf eine Speicherkassette (104) gespei- 
chert werden. 

19. Verfahren nach einem der Anspruche 13 bis 18, 
das in der Lage ist, vorher aufgenommene Videoda- 
ten, die auf einem Speichermedium gespeichert 
sind, abhangig von dem Zugriffs-Steuersignal, zu 
loschen, aufweisend die folgenden Schritte: 

Wiedergewinnen des gespeicherten Zugriffs- 
Steuersignals 

Erkennen des Zugriffs-Steuersignals als ein 
Losch-Signal, und 

Loschen von auf dem Speichermedium gespei- 
cherten Rundfunksignalen abhangig von dem 
Losch-Signal. 



Revendications 

1. Dispositif pour recevoir et enregistrer des signaux 
diffuses, qui sont brouilles, le dispositif 
comprenant : 

des moyens de reception (20,31) pour recevoir 
lesdits signaux diffuses et un signal de com- 
mande d'acces; 

des moyens de traitement, qui sont couples 
auxdits moyens de reception (20,31) pourtrai- 
ter lesdits signaux diffuses, lesdits moyens de 
traitement comprenant des moyens de desem- 
brouillage pour desembrouiller lesdits signaux 
diffuses; 

caracterise en ce que lesdits moyens de trai- 
tement comprennent egalement des moyens de 
chiffrement (22) pour chiffrer lesdits signaux diffu- 
ses desembrouilles; 

des moyens de commande (28A) pour com- 
mander lesdits moyens de chiffrement (22) en 
fonction dudit signal de commande d'acces; et 
des moyens de memoire (104A) pour memori- 
ser lesdits signaux chiffres et ledit signal de 
commande d'acces, de telle sorte qu'une repro- 
duction ulterieure des signaux diffuses memo- 
rises peut etre commandee par le signal de 
commande d'acces memorise. 

2. Dispositif selon la revendication 1 , dans lequel les- 
dits moyens de reception (20,31) peuvent agir de 
maniere a recevoir lesdits signaux diffuses brouilles 
et ledit signal de commande d'acces a partir d'un 
poste de diffusion (101). 



3. Dispositif selon la revendication 1 ou la revendica- 
tion 2, dans lequel lesdits moyens de reception 
comprennent un tuner (20) servant a recevoir des 
signaux diffuses. 

5 

4. Dispositif selon la revendication 1 , la revendication 
2 et la revendication 3, dans lequel lesdits moyens 
de reception comprennent un modem (31 ) pour re- 
cevoir ledit signal de commande d'acces. 

10 

5. Dispositif selon Tune quelconque des revendica- 
tions precedentes, dans lequel lesdits moyens de 
reception comprennent une interface d'utilisateur 
(30) pour recevoir ledit signal de commande d'ac- 

15 ces de la part d'un utilisateur. 

6. Dispositif selon I'une quelconque des revendica- 
tions precedentes, dans lequel lesdits signaux chif- 
fres sont des signaux de donnees video. 

20 

7. Dispositif selon Tune quelconque des revendica- 
tions precedentes, dans lequel lesdits signaux dif- 
fuses sont memorises dans un support d'enregis- 
trement (40) et lesdits signaux de commande d'ac- 

25 ces sont memorises dans un milieu de memoire se- 
pare (29). 

8. Dispositif selon la revendication 7, dans lequel ledit 
support d'enregistrement est une bande video (40), 

30 

9. Dispositif selon la revendication 7 ou la revendica- 
tion 8, dans lequel ledit milieu de memoire separe 
est une memoire a circuits integres (29). 

35 10. Dispositif selon la revendication 1 a 6, dans lequel 
lesdits signaux diffuses et ledit signal de commande 
d'acces sont memorises dans un support d'enregis- 
trement commun (40). 

40 11. Dispositif selon Tune quelconque des revendica- 
tions precedentes, comprenant un signal d'horloge 
(27) couple auxdits moyens de reception (20,31) et 
auxdits moyens de commande (28A) pour delivrer 
un signal d'horloge auxdits moyens de commande 

45 (28A); 

dans lequel lesdits signaux diffuses incluent 
un signal de reference d'horloge; et 

dans lequel ledit signal d'horloge est synchro- 
nise avec ledit signal de reference d'horloge. 

50 

12. Dispositif pour recevoir, enregistrer et reproduire 
des signaux diffuses, le dispositif comprenant : 

un dispositif de reception et d'enregistrement 
55 selon I'une quelconque des revendications 1 a 

11; 

des moyens (23A) pour reproduire les signaux 
diffuses memorises pour produire des signaux 
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diffuses reproduits et pour recuperer ledit si- 
gnal de commande d'acces memorise; et 
des moyens de retraitement pour retraiter les- 
dits signaux diffuses reproduits, lesdits moyens 
de retraitement comprenant des moyens de de- 5 
chiffrement (25) pour dechiffrer lesdits signaux 
diffuses reproduits; 

lesdits moyens de commande (28A) pouvant 
agir de maniere a commander lesdits moyens 
de dechiffrement (25) en fonction dudit signal io 
de commande d'acces recupere. 



la date Y. 

17. Procede selon la revendication 13 ou la revendica- 
tion 14, selon lequel ledit droit de reproduction limi- 
tee est le droit de reproduire lesdits signaux jusqu'a 
I'instant T. 

18. Procede selon Tune quelconque des revendications 
1 3 a 1 7, selon lequel lesdits signaux diffuses et ledit 
signal de commande d'acces sont memorises dans 
une cassette de memoire (104). 



13. Procede pour transferer depuis une unite de diffu- 
sion a un recepteur, un droit de reproduction limitee 
de signaux diffuses, le procede comprenant les eta- 
pes consistant a : 



19. Procede selon Tune quelconque des revendications 
13 a 18, apte a effacer des donnees video preenre- 
15 gistrees memorisees sur un support d'enregistre- 
ment en fonction du signal de commande d'acces 
memorise, le procede comprenant les etapes con- 
sistant a : 

recuperer ledit signal de commande d'acces 
memorise; 

identifier ledit signal de commande d'acces en 
tant que signal EFFACEMENT; et 
effacer des signaux diffuses memorises dans 
ledit support d'enregistrement en reponse au 
signal EFFACEMENT. 



emettre a partir de ladite unite de diffusion (1 01 ) 
en direction dudit recepteur (102), un signal de 
commande d'acces et des signaux diffuses et 20 
brouilles, ledit signal de commande d'acces in- 
diquant ledit droit de reproduction limitee; 
recevoir, dans ledit recepteur (102), ledit signal 
de commande d'acces et lesdits signaux diffu- 
ses; et 25 
desembrouiller, dans ledit recepteur (102), les- 
dits signaux diffuses re$us; et 



caracterise en ce qu'il comprend les etapes 
consistant a : 30 

chiffrer, dans ledit recepteur (102), lesdits si- 
gnaux diffuses desembrouilles en fonction du- 
dit signal de commande d'acces pour produire 
des signaux diffuses chiffres; et 35 
memoriser, dans ledit recepteur (102), lesdits 
signaux diffuses chiffres et ledit signal de com- 
mande d'acces, de telle sorte qu'une reproduc- 
tion ulterieure des seconds signaux memorises 
peut etre commandee par le signal de com- *o 
mande d'acces memorise. 



14. Procede selon la revendication 13, comprenant : 

la reception, dans ledit recepteur (102), desdits 45 
signaux diffuses memorises pour produire des 
signaux diffuses reproduits; et 
dechiffrer, dans ledit recepteur (1 02), lesdits si- 
gnaux diffuses reproduits en fonction dudit si- 
gnal de commande d'acces recupere. so 

15. Procede selon la revendication 13 ou la revendica- 
tion 14, selon lequel ledit droit de reproduction limi- 
tee est le droit de reproduire N fois lesdits signaux. 

55 

16. Procede selon la revendication 13 ou la revendica- 
tion 14, dans lequel ledit droit de reproduction limi- 
tee est le droit de reproduire lesdits signaux jusqu'a 
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Fig. 7A 



Fig. 7 
Fig.7A|Fig.7B 
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Fig. 7B 
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